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Disclaimer:
None of the information provided in this presentation 

is derived from, related to, or includes any 
information about the internal operations of the 

New York Times.

I cannot guarantee that the format and concept 
described in this presentation will satisfy your 

specific auditors or regulators. Please ensure that 
you consult your specific stakeholders before 

implementation.



How Many People 
Have Actually Read 
Their Corporate 
Security Policies?



Typical Information Security Policy

https://policy.ucop.edu/doc/7000543/BFB-IS-3



https://www.nytimes.com/interactive/2019/06/12/opinion/facebook-google-privacy-policies.html



Typical InfoSec Policy Drivers

● Legal obligations
○ Meeting requirements of specific laws and regulations
○ Reducing legal liability

● Compliance obligations
○ HIPAA / CCPA / GDPR / etc
○ SOC2 / PCI
○ 3rd Party Requirements

● HR Support
○ Providing rationale for terminations



Policies Reflect the Audience

Legal

Compliance

HR

Lengthy, complex 
policies that 

require a legal 
degree to 

understand



This Problem Isn’t Unique to Policies



14 CFR § 91.103: Preflight action

Each pilot in command shall, before beginning a 
flight, become familiar with all available information 
concerning that flight.



Information Needs To Be Useful



FAA AC 91-92
March 15, 2021

● Acknowledges that these 
pre-flight briefings are too 
complex to actually 
understand.

● Important details are hidden 
among a sea of unimportant 
garbage.

● FAA is working on finding 
ways to improve briefings.

● Recommends that pilots use 
other sources in the 
meantime.



Back to Basics:
Why Do Policies Exist?



Objective: Reduce Risk to the Business

We reduce risk to the business by establishing expectations for how employees make 
decisions.

We want employees to consistently follow a set of approved rules in their daily job.

Policies Should Be Crafted for Employees

Legal / Compliance / HR Are Stakeholders



Let’s Deconstruct Policies and 
Build Them Better



Policy Components
Scope and Applicability Who needs to care about this policy



Policy Components
Scope and Applicability

Objectives What does the policy hope to achieve

Who needs to care about this policy



Policy Components
Scope and Applicability

Objectives

References What frameworks, laws, or other documents does this 
policy draw from for its components

What does the policy hope to achieve

Who needs to care about this policy



Policy Components
Scope and Applicability

Objectives

Policy Statement

References

Statement of intent from management for how 
employees or the business should behave

What frameworks, laws, or other documents does this 
policy draw from for its components

What does the policy hope to achieve

Who needs to care about this policy



Policy Components
Scope and Applicability

Standards

Objectives

Policy Statement

References

Specific implementation agnostic requirements for 
how to achieve the objectives and policy statement

Statement of intent from management for how 
employees or the business should behave

What frameworks, laws, or other documents does this 
policy draw from for its components

What does the policy hope to achieve

Who needs to care about this policy



Policy Components
Scope and Applicability

Standards

Objectives

Policy Statement

References

Guidelines More detailed implementation specific guidance for how 
to achieve the requirements defined by the standards

Specific implementation agnostic requirements for 
how to achieve the objectives and policy statement

Statement of intent from management for how 
employees or the business should behave

What frameworks, laws, or other documents does this 
policy draw from for its components

What does the policy hope to achieve

Who needs to care about this policy



Policy Components
Scope and Applicability

Standards

Objectives

Policy Statement

References

Procedures

Guidelines

Specific step by step documentation of how to perform 
tasks that achieve the requirements defined by the 
policy to the level expected by the standards

More detailed implementation specific guidance for how 
to achieve the requirements defined by the standards

Specific implementation agnostic requirements for 
how to achieve the objectives and policy statement

Statement of intent from management for how 
employees or the business should behave

What frameworks, laws, or other documents does this 
policy draw from for its components

What does the policy hope to achieve

Who needs to care about this policy



Policy Components
Scope and Applicability

Standards

Objectives

Policy Statement

References

Procedures

Guidelines

Lengthy, complex 
policies that 

require a legal 
degree to 

understand

Disjointed 
Docs

Typical Policy Construction



What If We Decouple These 
Components By Audience?



Policy Components
Scope and Applicability

Standards

Objectives

Policy Statement

References

Procedures

Guidelines

Primary Audience

Legal Compliance HR

Auditors

Upper Management

Team Management

Individual Employee



Policy Components
Scope and Applicability

Standards

Objectives

Policy Statement

References

Procedures

Guidelines

Policy Overview



Policy Components
Scope and Applicability

Standards

Objectives

Policy Statement

References

Procedures

Guidelines

Policy Overview

Policy Details



Policy Components
Scope and Applicability

Standards

Objectives

Policy Statement

References

Procedures

Guidelines

Policy Overview

Guidance Docs

Policy Details



Policy Components
Scope and Applicability

Standards

Objectives

Policy Statement

References

Procedures

Guidelines

Policy Overview

Guidance Docs

Procedures

Policy Details



Policy Overview



Policy Overview

Policy Details Policy Details Policy Details



Policy Overview

Policy Details

Guidance Docs

Policy Details Policy Details

Guidance Docs Guidance Docs



Policy Overview

Policy Details

Guidance Docs

Procedures

Policy Details Policy Details

Guidance Docs Guidance Docs

Procedures Procedures



What Does This Look Like In Practice?



Policy Overview
● Clear and concise single 

sentences that define the 
intent for each policy

● Easy to see all available 
policies and find the one that 
is applicable

● Useful for:
○ Onboarding
○ Landing page



Policy Details
● Clear and concise single 

sentences that define the intent 
for each policy

● Direct, actionable, 
implementation agnostic 
requirements for how things 
should work

● References to documentation for 
those who need more 
information

● Useful for:
○ Providing requirements to 

teams
○ Quick reference support



Guidance Docs
● Listing of ways to get help or 

reach out for more info

● Detailed instructions for how 
to accomplish specific tasks.

● Links to existing guides and 
templates

● Setting expectations for 
things to do, things to avoid, 
and timelines for remediation

● Useful for:
○ Reference for teams, 

engineers



Benefits of This Structure
Document Management

● Documents are decoupled, so they can 
be individually modified and approved 
without re-approving the entire set

● Common components (overview, 
definitions, etc) are referenced on each 
page and updates are instantly applied to 
all child documents

● Documents can be compiled for 
auditors, and are better organized than 
gigantic single document policies.

Usability and Comprehension

● Only the necessary information, at the 
appropriate level of resolution, is 
presented at one time

● Links to further documentation are 
provided for additional detail where 
necessary

● Specific requirements can be individually 
referenced, and documents form a 
“checklist” for teams to ensure their 
implementation meets expectations



This Isn’t The End:

Format Doesn’t Matter 
if your Content is Terrible



Write Better High Level Policies

● Keep policies and standards short, readable, and implementation 
agnostic

● Ensure appropriate management buy-in for policies

● Tie your policies to required controls and don’t go overboard
○ Regulatory control frameworks (HIPAA, GDPR, CCPA, PCI, etc)
○ Industry standards (NIST, CIS, etc)
○ Risk reduction for identified and documented risks



Make Your Guidelines Useful

● Ensure your documentation actually matches your environment

● Provide useful implementation details for devs and engineers

● Work with platform engineering teams to ensure your requirements are 
supported and integrated -- make it easier to use “paved roads” compared 
to going it alone

● Always include ways to reach out for questions



Provide the right information

at the right level of detail

to the appropriate audience




